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	GENERAL

	What is the Agreement start date?
	     

	What is the anticipated duration?
	     

	Is the customer industry, academia, or other (e.g., an individual)?
	 FORMCHECKBOX 
  COMPANY
 FORMCHECKBOX 
  UNIVERSITY

 FORMCHECKBOX 
  OTHER (who?)  [                                  ]

	What is the customer's complete name/address?
	     

	Will subcontractors be used?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	What is the sub's name/address?
	     


	Is this a classified agreement?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	If yes, provide copy of DD254
	

	Is the agreement with a command other than NAWCAD?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	If yes, who is it with (list activity name/address)?
	     

	What product, service, or platform(s) is involved (e.g., F-18, P-3)?
	     

	Are any U.S. weapons, avionics, or systems being tested on this platform?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	What type of test(s) is being performed (i.e., FLIR testing, weapon separation, etc)?
	     

	Who is the NAWCAD Technical POC?
	     

	What is the POC’s competency code and phone number?
	     

	Where will the work take place (i.e., Pax, Lakehurst, etc.)?
	     

	What is the complete activity name and address?
	     

	What is the building and/or lab/room number(s)? 
	     


	INFORMATION

CLASSIFICATION

	Who has the overall security cognizance in security matters?
	 FORMCHECKBOX 
  GOVERNMENT
 FORMCHECKBOX 
  CUSTOMER

 FORMCHECKBOX 
  OTHER (who?)  [                                  ]

	Will performance include access to U.S. classified information?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	What is the highest level required?
	 FORMCHECKBOX 
  CONFIDENTIAL
 FORMCHECKBOX 
  SECRET

 FORMCHECKBOX 
  TOP SECRET
 FORMCHECKBOX 
  SAP/SCI

	Where does the classified information reside (activity name, building/room number)?
	     

	Is there a current classification guide?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	Provide guide number, title, and/or other type of guidance. 
	     

	Will performance include access to U.S. Sensitive but Unclassified information?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Where does the sensitive information reside (activity name, building/room number)?
	     

	Does the Task Description (CSA)/ Statement of Work (CRADA) explain what performance is classified?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	What is the paragraph number?
	     


	Is there a requirement to store classified at the customer's facility?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	Who owns the data that will be processed?
	 FORMCHECKBOX 
  GOVERNMENT
 FORMCHECKBOX 
  CUSTOMER

 FORMCHECKBOX 
  OTHER (who?)  [                                  ]

	Is access to intelligence information required?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Does NAWCAD need to provide safeguarding capability?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	What resources are needed (i.e., security containers, locks, etc.)?
	     

	Will performance include access to Foreign Government Information?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	What country?
	     

	Will FOUO or sensitive unclassified information be involved?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	How will information be protected?
	Information will be marked FOUO and protected IAW DoD 5400.7-R, Ch. 3 & 4.

	Is there a customer requirement for data encryption?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Does the customer have an OPSEC plan?  Provide copy.
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO


	COMPUTER USAGE

	Will government-owned Non-NMCI Automated Information Systems (AIS) be used in support of the Agreement?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Have they been accredited or has an Interim Authority to Operate been issued?  *see note below
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Have all users signed a User Awareness Agreement?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	* Provided is the definition of what is considered an Automated Information System (AIS) that requires accreditation:

· Per DoD Directive 5200.28, AIS includes stand-alone systems, analog or hybrid; associated peripheral devices and software; process control computers; embedded computer systems; communications switching computers; personal computers; intelligent terminals; word processors; office automation systems; application and operating system software; firmware; and other AIS technologies, as may be developed.

· Per NSTISSI No. 4009, AIS is described as “The entire infrastructure, organization, personnel, and components for the collection, processing, storage, transmission, display, dissemination, and disposition of information.

	Will customer require access to government-owned AIS?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO


	Will customer-owned unclassified AIS be brought onto a government site in support of the Agreement?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO


	Provide a letter from the company’s Facility Security Officer (FSO) that authorizes the AIS to be used on site.  The letter should include purpose, location, government POC, equipment specifications, and assurances that the AIS being used are at the unclassified level.
	

	Will customer-owned classified AIS be used?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Have they been accredited by Defense Security Services (DSS)?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Will foreign national AIS be used in support of the Agreement?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO


	Will foreign nationals be required to use AIS in support of the Agreement?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO


	Will they be government-owned, customer-owned, or foreign-owned AIS resources?
	 FORMCHECKBOX 
  GOVERNMENT
 FORMCHECKBOX 
  CUSTOMER

 FORMCHECKBOX 
  FOREIGN (who?)  [                                  ]


	FOREIGN NATIONALS/
FOREIGN DISCLOSURE

	Are there foreign nationals (FN) involved?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Are they foreign company, foreign government, or U.S. citizen working for foreign-owned company?
	 FORMCHECKBOX 
  COMPANY
 FORMCHECKBOX 
  GOVERNMENT

 FORMCHECKBOX 
  U.S. WORKING FOR FOREIGN

	What country(ies) do they represent?
	     

	Will foreign nationals need to be on station?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	How many foreign nationals will need to be on station?
	     

	What is start date of the FN visit?
	     

	What is the duration of the FN visit?
	     

	Will foreign nationals require access to NAWCAD or NAWCAD contractor facilities prior to the FN visit start date?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Where will they require access (activity name/building/room numbers)?
	     

	To which recreational areas will they require access?
	     

	Will they require after hours or weekend access?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Will the foreign nationals have customers or family visitors?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Is a Foreign National Visit Request required?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Has the Visit Request been approved and scheduled?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Has AIR 7.4.1 been contacted for release issues/approvals?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	Who is AIR 7.4.1 point of contact (name/phone number)?
	     

	Provide correspondence.
	

	Is there a requirement for technical discussions prior to the FN visit start date?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	Will performance require FN access to classified information? 
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	What type of information? 
	     

	Where does the information reside?
	     

	Does the information need to be physically released?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Who owns the information?
	     

	Who is responsible for the release of the information?
	     

	Has AIR 7.4.1 Foreign Disclosure been contacted for release approval?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Will performance require FN access to unclassified technical information? 
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	What type of information?
	     

	Where does the information reside?
	     

	Who owns the information? 
	     

	Does the information need to be physically released?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Who is responsible for the release of the information? 
	     

	Has AIR 7.4.1 Foreign Disclosure been contacted for release approval?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Is a Technical Assistance Agreement required? 
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	Has the POC reviewed it?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Include a copy. 
	

	Is an export license required?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	Has the POC reviewed it? 
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Provide copy. 
	

	Have escort requirements been determined?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	What are restrictions?
	     

	Who are the escorts?
	     

	Are the escorts civil service, military or certified contractor?
	 FORMCHECKBOX 
  CIVIL SERVICE
 FORMCHECKBOX 
  MILITARY

 FORMCHECKBOX 
  CERTIFIED CONTRACTOR

	Has an escort brief been received?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Will additional guards/escorts be required?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Is a threat brief requested/required?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	PROGRAM
PROTECTION

	Has the OPSEC checklist been received and reviewed?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	Is there a requirement to conduct photography?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	What kind of camera will be used?
	 FORMCHECKBOX 
  DIGITAL
 FORMCHECKBOX 
  STILL

 FORMCHECKBOX 
  VIDEO

	Has an OPSEC brief for the photography pass been obtained?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Has a photography pass been applied for?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Is the photographer a U.S. citizen?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Will foreign nationals have access to local telephone junction boxes serving sensitive programs/projects?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	Will foreign nationals possess/use radio frequency (RF) test equipment that would allow interception/analysis/exploitation of other programs/project's emissions?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	Are there PBX vulnerabilities?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A

	Who will ensure sensors associated with a foreign national project are only used for their intended purpose?
	     

	Will there be any restrictions concerning the possession of:
	

	Vision enhancing devices (binoculars)?
If yes, describe.
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

[                                                      ]

	Audio enhancing devices (bionic ears)?
If yes, describe.
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

[                                                      ]

	Audio/still/video recorders (i.e. cassette/mp3 recorders, camcorders, cameras, VCRs, audio/video surveillance devices)?
If yes, describe.
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

[                                                      ]

	RF receiving/scanning devices?
If yes, describe.
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

[                                                      ]

	COMSEC ISSUES

	Is there COMSEC involved?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Has the EKMS/COMSEC Custodian reviewed the CSA/CRADA?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Who owns the crypto?
	     

	Who is the POC for crypto matters for this CSA/CRADA?
	     

	What is their activity name, location and phone number?
	     

	Where will the crypto be used (activity name and building/room number)?
	     

	What will be the highest level of data encrypted by the crypto?
	 FORMCHECKBOX 
  UNCLASSIFIED
 FORMCHECKBOX 
  CONFIDENTIAL

 FORMCHECKBOX 
  SECRET
 FORMCHECKBOX 
  TOP SECRET

 FORMCHECKBOX 
  SENSITIVE BUT UNCLASSIFIED

	What crypto devices will be used?
	     

	Will the COMSEC be transferred to the customer?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	PUBLIC RELEASE

	Is the end product intended for public release?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

	Has the Security Policy Review process been initiated through Public Affairs?
	 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A
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